Create Facebook Application to set up login
—

Use the link https://developers.facebook.com/apps/?show_reminder=true to set up and configure application.

Follow the link above to create application, and then click "Create App" which will open the page for creating an application.

O Metafor Developers [ T T O scorcn ceveioper cocumentation m

Apps Q Searcl Name or App ID

Filter by Admin Apps Select All

(®) All Apps (4)

Archived
Required Actions

Data Use Checkup (3)

Other Apps

A new page will open where you should select "Consumer" in app type and click "Next".

Create an App X Cancel

Q Type Select an app type

The app type can't be changed after your app is created. Learn more

Business
ﬁ Create or manage business assets like Pages, Events, Groups, Ads, Messenger and Instagram Graph API
using the available business permissions, features and products.

Consumer

Connect consumer products and permissions, like Facebook Login and Instagram Basic Display to your app

Instant Games
Create an HTMLS game hosted on Facebook

Gaming
f Connect an off-platform game to Facebook Login.

Workplace
@ Create enterprise tools for Workplace from Meta.

None

g Create an app with combinations of consumer and business permissions and products.

Enter application "Display name" in details window. This name will be displayed at the entrance, then click "Create app".


https://docs.otcommerce.com/pages/viewpage.action?pageId=34112057
https://developers.facebook.com/apps/?show_reminder=true

Create an App

@ Type
(P petails

> Cancel

Add details

Display name
This is the app name associated with your app ID. You can change this later

TestApp

App contact email

This email address is used to contact you about potential policy violations, app restrictions or steps to recover the app if it's been deleted or
compromised.
panchuk51@mail.ru
Business Account - Optional
To access certain permissions or features, apps need to be connected to a Business Account.

No Business Manager account selected -

By proceeding, you agree to the Facebook Platform Terms and Developer Policies. Previous

Application was set up. It is necessary to add "Facebook Login" product which is responsible for entry.

Products list

will appear on the screen if you do this immediately after set up. You need to find "Facebook Login" on it and click "Set

up". You can get products list by clicking "Add Product" in the left menu wf this is done later. The next steps are similar.

TestApp

{5} Dashboard
rfg} Settings
Roles

Q Alerts

() App Review

Products
Activity Log

I= Activity Log

- App ID: 1931283510408081 App type: Consumer App Mode: Development @ Live
Add products to your app
We've streamlined the app creation process by surfacing the products and permissions needed to build the app type you selected.
-
v

App Events Audience Network Facebook Login

Understand how people engage with your business
acr0ss apps, devices, platforms and websites.

Read Docs setup

(0]

Instagram Basic Display
The Instagram Basic Display API allows users of

your app to get basic profile information, photos.
and videos in their Instagram accounts.

Read Docs Setup

Monetize your app and grow revenue with ads from
Facebook adverticers.

Read Docs setup

Webhooks

Subscribe to changes and receive updates in real
time without calling the AP

Read Docs Setup

The world's number one social login product

e

Fundraisers

Create and manage fundraisers for charities

Read Docs setup

Click "Set up". Use the "Quickstart" to add "Facebook Login" to your app. Select "Web" platform first to get started.

Testapn o

(&} pashboard
4G} Settings
Roles

£y Aerts

©) App Review
Products

Facebook Login

Settings

Activity Log

i= Activity Log

App ID: 1931283510408081 App type: Consumer App Mode: Development @ Live @ Help

Use the Quickstart to add Facebook Login to your app. To get started, select the platform for this app.

‘Add Product

ios Android

Enter site URL and click "Save" and "Continue".

Web Other




TestApp v App ID: 1931283510408081 App type: Consumer App Mode: Development @ Live @ Help

(} Dashboard
{G} settings v
Roles v

£\ Aerts v

ios Android Web Other

1. Tell Us about Your Website v

Tell us what the URL of your site is.

Site URL
©) App Review v https:/imanager-test otcommerce.com/
Products Add Product
Facebook Login ~
Settings
Quickstart
Activity Log

i= Activity Log

Click "Next" in all the following tabs. They are just for information.
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Go to "Settings" item of "Facebook Login" menu located on the left after studying information in step 5. In general, you can go to
"Settings" by entering website URL after opening "Facebook Login" in the left menu.

You can see a red warning in settings. Click "Get Advanced Access" link. Permissions window will open after that.



E TestApp - ‘App ID: 1931283510408081

(a} Dashboard

{C‘)‘:‘g Settings v

v
v
@ App Review v
Products Add Product
Facebook Logit ~
Quickstart
Activity Log

Activity Log

App type: Consumer

App Mode: Development @ Live

n Your app has standard access to public_profile. To use Facebook Login, switch public_profile to advanced access|

Easily add Facebook Login to your app with our Quickstart

Client OAuth settings

Client OAuth login
Enables the standard OAuth client token flow. Secure your application and pre
ich token redirect URIs are allowed with the options below. Disable global

Web OAuth login
Enables web-based Client OAuth Login. (2]

Force Web OAuth reauthentication
When on, prompts peaple to enter their
F password in order ta lag in on the

eb. 7]

Use Strict Mode for redirect URIs

Valid OAuth Redirect URIs

_uri used with Login on the
/aScript SDK for in-app browsers that suppress popups. (21

Amanually
This list is also used by the J

Valid OAuth redirect URIs

Copy to clipboard

nt abuse by locking down
if notused. (2]

Enforce HTTPS

Enforce the use of HTTPS for Redirect URIs
and the JavaScript SDK. Strongly
recommended. [7]

Embedded Browser OAuth Login
Enable webview Redirect URIS for Client
OAuth Login. (7]

Only allow redirects that exactly match the Valid OAuth Redirect URIs. Strongly recommended. 2]

must exactly match one of the URIs listed here

Find "public_profile" permission and click "Get advanced access" thus increasing permission level.

ons and Features

Filter access levels w  Q Search Permis

Permissions and features T1

user_messenger_contact
The user_messeng: c
ger upon t

ss's Page

(@ Full Description () Requirements

Oembed Read

(@ Full Description () Requirements

Access level @ | APICalls @ 1. App Review Status T4

Standard Access o Ready to Use (0) No App Review requested

Standard Access o Ready to Use (0) No App Review requested

Action @ 1

Request advanced access

Request advanced access

public_profile
Al toread th

>rofile Fields on the User node. This

lly granted to all apps.

n is autom:

perm

@ Full Description & Requirements

Standard Access o Ready to Use (0) * Auto Granted

Get advanced access

user_photos
The

uploa

to read the photos a person has

ser_photos

to Facebook

@ Full Description @ Requirements

Check the box and click "Confirm".

Standard Access o Ready to Use (0) No App Review requested

Request advanced access




Confirm advanced access for public_profile X

The public_profile permission allows apps to read the Default Public Profile Fields on a User
node. The allowed usage for this permission is to authenticate app users and provide them
with a personalized in-app experience. This permission is automatically granted to all apps.
You may also use this permission to request analytics insights to improve your app and for
marketing or advertising purposes, through the use of aggregated and de-identified or
anonymized information (provided such data cannot be re-identified).

| agree that any data | receive through public_profile will be used in accordance with
the allowed usage.

Cancel

Then you can see "Advanced Access" permission in access level graph.

Permissions and Features

Filter accesslevels w | (Q Search Permissions and Features

Permissions and features 11 Access level @ | APICalls @ t1 App Review Status 1 Action @ 1L

public_profile

Allows apps to read the Default Public Profile Fields on the User node. This

permission is automatically granted to all apps Advanced Access © Ready to Use (0) * Auto Granted Return to standard access W

@ Full Description (@ Requirements

user_messenger_contact

ssenger_contact permissior lows a business to contact a person

y e upon their approval or initiation of a chat thread with the

busingas's Page Standard Access o Ready to Use (0) No App Review requested Request advanced access W

@ Full Description (@ Requirements

Oembed Read
The oEmbed Read feature allows your app to get embed HTML and basic
metadatafor public Facebook and Instagram pages, posts, and videos Standard Access o Ready to Use (0) No App Review requested Request advanced access 7]

@ Full Description (D Requirements

Return to "Settings" item of "Facebook Login" menu located on the left. Change the setting for "Embedded Browser OAuth Login", add
redirect URL - "https://[agent address]/plugin/request/RedirectAuthOtapi/fb.callback" in "Valid OAuth Redirect URIs" and click "Save
changes".



Easily add Facebook Login to your app with our Quickstart

Client OAuth settings

Client OAuth login

Enables the standard OAuth client token flow. Secure your application and prevent abuse by locking down

which token redirect URIs are allowed with the options below. Disable globally if not used. [?]

Web OAuth login
Enables web-based Client OAuth Login. [?]

Force Web OAuth reauthentication
When on, prompts people to enter their
Facebook password in order to log in on the
weh. [?]

No

Use Strict Mode for redirect URIs

Enforce HTTPS

e Enforce the use of HTTPS for Redirect URIs
and the JavaSeript SDK. Strongly
recommended. [?]

" Embedded Browser OAuth Login

es

Enable webview Redirect URls for Client
OAuth Login. [?]

Only allow redirects that exactly match the Valid OAuth Redirect URIs. Strongly recommended. [?]

Valid OAuth Redirect URIs

| https://auth.otaplnet/fb.callback »

Copy to clipboard

A manually specified redirect_uri used with Login on the web must exactly match one of the URIs listed here.
This list is also used by the JavaScript SDK for in-app browsers that suppress popups. [?]

Login from Devices
Enables the OAuth client login flow for
devices like a smart TV [?]

Allowed Domains for the JavaScript SDK

Login and signed-in functionality of the JavaScript SDK will only be available on these domains. [?]

Allowed Domains for the JavaScript SDK

Go to general settings. Select "Settings" -> "Basic" in the left menu.

Login with the JavaScript SDK

Enables Login and signed-in functionality

with the JavaScript SDK. [7]
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TestApp v App ID: 1931283510408081 App type: Consu

{4} Dashboard

{Cp Settings ~

Basic

Advanced

Roles v
{Z} Alerts v

@ App Review v
Products Add Product
Facebook Login ~
Settings
Quickstart
Activity Log
-— Activity Log

Enter necessary data: Privacy Policy URL, Terms of Service URL, App icon.
Select "Shopping" for "Category" and "Clients" for "App purpose".

Select "Data deletion callback URL" in "User data deletion" first, then enter https://[agent address]/plugin/request/RedirectAuthOtapi
/fb.delete.callback?application_id=[AppID], where App ID is taken above.

Click "Save changes".

Note: sometimes this link crashes and a red exclamation mark appears on top, you just need to fill in this field again.


https://auth.otapi.net/fb.delete.callback?application_id=1931283510408081
https://auth.otapi.net/fb.delete.callback?application_id=1931283510408081

App ID App secret

1931283510408081 sssssase Show
Display name Namespace

TestApp
App domains Contact email @

panchuk51@mail.ru

Privacy Policy URL Terms of Service URL
https:/manager-test.otcomnmerce.com/main_user_agreement https://manager-test.otcommerce.com/main_user_agreement
User data deletion @ pp icon (1024 x 1024)
Data deletion callback URL v o
By,
https://auth.otapi.net/fb.delete_callback?application_id=19312835. \ 4_;'
Category App purpose
- This app’s primary purpose is to access and use data from Facebook’s Platform on
Shopping behalf of
Find out more information about app categories here

Yourself or your own business

@  Clients
Select this option if the primary purpose of this app is to manage data or
assets on behalf of an individual client or multiple clients.

® If you are developing an app that accesses and uses data from
Facebook's Platform on behalf of clients, you are subject to

Section 5b of the Platform Terms.
o Y

You will need App ID and App secret (you can see it by clicking "Show" next to it) for settings in admin panel.




App ID App secret

1931283510408081 3f3caa7b27dfb3eaa242ac1f7{f1600b Reset
Display name Namespace

TestApp
App domains Contact email @

panchuk51@mail.ru

Privacy Policy URL Terms of Service URL
https:/manager-test.otcommerce.cormn/main_user_agreement https:/manager-test.otcommerce.com/main_user_agreement
User data deletion @ App icon (1024 x 1024)
Data deletion callback URL -

https://auth.otapi.net/fb.delete.callback?application_id=19312835...

Category App purpose
- This app's primary purpose is to access and use data from Facebook's Platform on
Shopping bebattol:

Find out more information about app categories here .
Yourself or your own business

@ Clients
Select this option if the primary purpose of this app is to manage data or

assets on behalf of an individual client or multiple clients.

® If you are developing an app that accesses and uses data from
Facebook's Platform on behalf of clients, you are subject to

Section 5b of the Platform Terms.

An important step: application is created in "Development" developer mode. It must be transferred to "Live" mode after making all the
settings. This can be done in top menu.

Q) Meta for Developers Docs Tools Support My Apps

[ Testamn - App ID: 1931283510408081 App type: Consumer

App Mode: Development @  Live |

00 Meta for Developers

TestApp - App ID: 1931283510408081 App type: Consumer App Mode: Development . Live

Data use checkup

Verification is available after releasing application from test to "Live" mode. It may become available after some time
You need to start checking first. You can start this check in many ways.

From all applications window by clicking "Data Use Checkup".
When opening application settings by clicking "Get started".
On the main screen of application by clicking "Start Checkup".
In the main settings by clicking "Get started".

P



B restamn - App ID: 1031283510408081 App type: Consumer App Mode: Development | (@) Live

Action required: Complete Data Use Checkup for TestApp by April 11, 2022.

1024 x 1024
£z} pashboard
L} settings ~ Category App purpose
This app's primary purpose is to access and use data from Facebook's Platform on
Shopping v venattar
= Find out more information about app categories here
Yourself or your own business
Advanced
@ Clients
Salect this option i the primary purpose of this spisto mansge data or
(&) Roles v s opon i heprimaryprpcse o i app's o manage

@ 1f you are developing an app that accesses and uses data from
L) Alerts o - Facebook's Platform on behalf of clients, you are subject to
Section 5b of the Platform Terms,

() App Review .

Products Add Product .
Verification

Facebook Login v
Some permissions and features require business or individual verification to access certain types e —
of data. You can start the verification process at any time.

Actiity Log

i= Activity Log
Data Use Checkup
Facebook has introduced an annual Data Use Checkup. An app admin must certify compliance with allowed usage and all applicable terms and
policies. Learn More
@ Upcoming deadline

An app admin must complete the Data Use Checkup by April 11,2022 to avoid deactivation.
App ID: 1931283510408081 App type: Consumer App Mode: Development . Live

Action required: Complete Data Use Checkup for TestApp by April 11, 2022. Get stal

Required actions
A Action Details Deadline
Data Use Checkup for TestApp Certify compliance with allowed usage and all @ 40 days Start Checku
~ APP ID: 1931283510408081 applicable terms and policies. Learn more Apr12,2022 P
~
Application Rate Limit User Rate Limit
v
TestApp
Product App ID: 1931283510408081
~ Users throttled
0% of limit used View Details
[ ] 100% Remaining

Data Use Checkup due by April 12, 2022 X

Protecting people’s privacy is a major priority for Facebook and
the developers who build on our platform. That's why we're
requiring an annual checkup to make sure your APl access and
data use comply with Facebook policies. Learn More

Here's what you need to do before April 12,2022 to maintain API
access and avoid deactivation:

1. Examine your previously approved or added permissions,
features and products

2. Certify your app complies with allowed usage

3. Certify compliance with the Facebock Platform Terms and
Developer Policies, together with all other applicable terms and
policies.

Data Use Checkup is a requirement that must be completed once
per year by an app admin.




Apps Q Search by App Name or App ID -

Filter by Admin Apps Select All Start checkup

@ All Apps (5)
Archived

Required Actions

Data Use Checkup (4) Q

TestApp
App 1D: 1931283510408081
Type: Consumer

‘ Data Use Checkup » Duein40d >

# Administrator L1 e

Confirmation window will appear after that and you need to click "Get started".

Data Use Checkup due by April 12, 2022 X

Protecting people's privacy is a major priority for Facebook and
the developers who build on our platform. That's why we're
requiring an annual checkup to make sure your AP| access and
data use comply with Facebook policies. Learn Maore

Here's what you need to do before April 12, 2022 to maintain APl
access and avoid deactivation:

1. Examine your previously approved or added permissions,
features and products.

2. Certify your app complies with allowed usage.

3. Certify compliance with the Facebook Platform Terms and
Developer Policies, together with all other applicable terms and
policies.

Data Use Checkup is a requirement that must be completed once
per year by an app admin.

Check the box after that and click "Continue".



Data Use Checkup for demo app Go Back

‘Your app iz approved for the following permizzions, features and producis. Please examineg the allowed usage for each and
certify you're in compliance. Before submitting, youll also need 1o certify your compliance with the Facebook Platfarm Terms and
Developer Policies, together with all other applicable terms and policies. Learn More

For gach app owned of eperated by a business or entity. you understand and agree that you are certifying on behalf of that
business or entity, and you represent and wanrant that you have all necessary authority to do so.

Certify Data Use (]

To certify, click the box next 1o each permission or feature before continuing.

public_profile

Ha AP calls in last 30 days

The public_profile (e, Defautt Public Profile Fighds) permission allows your app 1o read public User figkds, SUCh 8% & USers name and profik
picture. The allowed usage for this pemission is 10 authenticate app users and provide them with a personalized in-app experience This

e 115 aulor ¥ 1o all apps. You may alse use this permission 1o request analytics insights to improve your app and for
marketing of advertising purpoges, through the use of aggregated and de-identified or anonymized information (provided swch data cannot
be re-identified).

e 1 certify thal any use of public_profile is in compliance with the allowed usage

Continus
- i

Certify Compliance with Platform Terms and Developer Policies

Heed some help?
Vigit our FAQs for quick answers.

Repeat confirmation.



Data use certified °

Certify Compliance with Platform Terms and Developer Policies °

Summary of key sections in Facebook Platform Terms
Here's a quick summary of some key restrictions and requirements that may apply:

. Prohibited uses and processing of Platform Data (Section 3.a)
Restrictions on processing of Platform Data, including restrictions against selling, licensing or purchasing Platform Data, as well as
processing it to discriminate against people, make eligibility determinations or for surveillance purposes.

Restricted Platform Data (Section 3.h)
Restrictions on requesting restricted Platform Data, except as necessary to meaningfully improve user experience in the specific product
or service for which someone shared their data.

- Sharing Platform Data (Section 3.c)
Restrictions on sharing Platform Data with third parties.

- Retention, deletion and accessibility of Platform Data (Section 3.d)
Requirements on when Platform Data must be deleted.

- Providing, maintaining and complying with your Privacy Policy (Section 4)
Requirements for the content and accessibility of, and your compliance with, your Privacy Policy.

| certify compliance with the Facebook Platform Terms and Developer Policies, together with all other applicable terms and policies

=]

Then you will see a successful confirmation window.



@ TestApp
1D #1931283510408081

Data Use Checkup for TestApp Go back

Your app is app d for the following permissi features and products. Please examine the allowed usage for each and
certify you're in compliance. Before submitting, you'll also need to certify your compliance with the Facebock Platform Terms and
Develcper Policies, together with all other applicable terms and policies. Learn more

For each app owned or operated by a business or entity, you understand and agree that you are certifying on behalf of that
business or entity, and you represent and warrant that you have all necessary authority to do so.

Data use certified °

Terms and policies compliance certified °

Need some help?
Visit our FAQs for quick answers.

o! -

Data Use Checkup complete

Thanks for your help in maintaining the health and integrity of our
platform. If you're an admin for other apps, be sure to complete

their checkups to avoid deactivation.

MetaUI settings
We got App ID and App secret before.
Select "External Authentication Settings" in MetaUI demo in plugins.

Create Facebook - Web site. For created settings enter App ID into "Social network application secret" field and enter App secret into
"App secret in social network" field.

Note: this setting is very important, authorization won't work on our side without it.



HemoHcTpauyusa MetaUl

HacTpoiikn BHelWHeR ayTeHTUdy w

OTKDLITh

HacTpoiiku BHellHel ayTeHTUdUKaLMn

HacTpoWnkn BHELLIHEW ayTeHTU(hUKaL K

x Google/MobileApplication/Android

x Google/MobileApplication/i0S

x FacebookWebSite

BHelHAR cMcTeMa ayTeHTHMKALIMI

Facebook

Buag npunoxerna

Beb-caift

x Facebook/MobileApplication/Android

WMoeHTHdMEATOP NPUNO¥ERUA B COLCETH
350136426594595

CeKpeT NpUNO#EHWA B COLCETH

Tk

MyBNUUYHEBIA ENKOY NPUNOXEHWA B COLCETH

He ycmanoenero

WoeHTudwmeaTop rpynnoBoro akkayHTa B
COLICETH

He ycmaxoenero

HeobxogumocTe ExiDopa akkayHTa

He TpebyeTca

Settings «Redirect for authorization applications through social networks»

In the site's Admin-Plugin-Redirect for authorization applications via social networks you need to copy the automatically generated
link from the "Facebook Valid OAuth Redirect URL" section https://[your site name]/plugin/request/RedirectAuthOtapi/fb.callback and

fill it in the field "Callback url" below.

Without performing this action an error occurs

"URL Blocked This redirect failed because the redirect URI is not whitelisted in the app's Client OAuth Settings. Make sure Client and
Web OAuth Login are on and add all your app domains as Valid OAuth Redirect URIs."
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Documentation (£

m Facebook Valid OAutrll | hitps:/imanager-test otcommerce.col 3
Redirect URI:

Authentication settings

Authentication system type
Facebook

x | Facebook/\WebSite

Application public key in social network &
Not set

Group account id in social network &
ot set
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